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Arkfeld’s Best Practices Guide: Information  
Technology Primer for Legal Professionals
This publication provides a primer for understanding the 
“information technology infrastructure” of organizations. 
This primer includes discussion of ESI types (including 
metadata), file systems, forms as well as locations where  
ESI can be found.

Contents include: Overview of IT in Organizations and 
the Electronic Discovery Process; IT Infrastructure of a 
Company’s IT People, Hardware, Software and Networks; 
ESI Types, File Systems and Structure of Data; Sources, 
Storage, Locations, Metadata and Concealment of ESI; 
Computer Technology Available to Search, Identify, Review 
and Produce ESI. 
 
Arkfeld’s Best Practices Guide for ESI Pretrial 
Discovery—Strategy and Tactics
This publication contains strategy and tactics for handling 
specific ESI issues throughout pretrial discovery. These 
include scope of discovery, preservation obligation, 
controlling costs, search methodology, form of production, 
accessibility of ESI and cost allocation, and more. 

Contents include: The Basics of Electronic Discovery; 
Preparing an Overall Plan and Strategy; ESI Issues and 
Strategy—Seventeen Critical Issues; Litigation Stages and 
Procedural Discovery Rules. 
 

Arkfeld’s Best Practices Guide for Legal Hold
This completely revised publication provides strategic 
guidance, recommendations and practice forms necessary 
in preparing for and implementing a “legal hold.” It covers 
the components of a legal hold readiness plan to identify, 
preserve, collect, process and review electronic data for 
disclosure in a timely manner. Practical tips include sample 
legal hold procedures and forms manual for an organization, 
preservation notice letters for clients and opposing 
counsel, and a section on information technology discovery 
questions.

Contents include: Overview of Legal Hold and Electronic 
Discovery; Overview of Information Technology; Legal Hold  
Readiness Plan; Legal Hold (Court Directives, Duties and 
Tasks); Organization Legal Hold Procedures and Forms 
Manual; Law Firm Legal Hold Procedures and Practice Forms. 
 
Arkfeld’s Best Practices Guide for Electronic  
Discovery and Evidence
This guide offers an overview and workbook for the myriad 
legal and technological issues that need to be addressed 
whether you are requesting or producing “electronically 
stored information” (ESI). This workbook provides a plan 
and pretrial steps in discovering and disclosing ESI. Also 
included is a 15-page “meet and confer” planning guide 
which outlines the key topics and questions for a pretrial 
conference.

Contents include: The Basics of Electronic Discovery; 
Electronic Discovery Plan; Requesting Electronic 
Information; Responding to an Electronic Discovery 
Request; Admission of Electronic Evidence; Amendments 
to the Federal Rules of Civil Procedure; “Meet and Confer” 
Planning Guide.
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An essential resource for all litigators. 
Any client can be impacted by yesterday’s voicemail, today’s email and tomorrow’s text message. 

Your discovery process involves electronic evidence and electronically stored information (ESI) more than ever 
before. Mastery of ediscovery is essential—whether you need a basic understanding of the language and the risks, 
or need advice on managing ESI and uncovering hidden electronic evidence. And all litigators must stay apprised 
on how courts are ruling on electronic discovery issues.

Arkfeld on Electronic Discovery and Evidence provides comprehensive guidance, with clear explanation of the 
technical concepts, as well as discussion of the latest legal developments in this area.

Written by a leading authority.
Michael R. Arkfeld, Esq., is a civil litigator, speaker and  
author involved on a daily basis in the discovery and  
admission of electronic information. Mr. Arkfeld is the 
Founder and Director of Education for eDiscovery  
Education Center and Director of the Arkfeld eDiscovery 
and Digital Program at the Sandra Day O’Connor College 
of Law at Arizona State University. This program hosts  
the annual ASU-Arkfeld eDiscovery and Digital Evidence 
Conference held in March of each year. As a former  
assistant U.S. attorney for the District of Arizona,  
Mr. Arkfeld handled multimillion-dollar cases involving 
personal injury, medical malpractice, and a host of other 
tort claims. He has appeared before both federal and state 
appellate courts and has extensive experience in jury and 
bench trials. 

Become a master of ediscovery.

•	 Comprehend and grasp the language of ESI,  
different electronic formats and key technological 
concepts.

•	 Discern the latest requirements and procedures  
related to the discovery and admissibility of  
electronic evidence across all 50 states plus the 
2015 amendments to the Federal Rules of Civil 
Procedure.

•	 Know how the federal and state courts are ruling on 
ediscovery and evidentiary issues.

•	 Leverage the best legal practices from a thought 
leader in the field of ediscovery.

•	 Take advantage of numerous forms and checklists.

•	 Understand every aspect of the process including 
legal holds, source and location of electronic  
evidence, and outside expert assistance.

•	 Exclusively available with purchase of the printed 
format, customers receive a downloadable file  
containing the full text of the treatise and Best 
Practice Guides. The file provides sample discovery 
forms along with hypertext links to cited authorities.

 

BOARD OF EDITORS

Hon. John M. Facciola (ret.) served as a United States Magistrate 

Judge for the United States District Court for the District of 

Columbia (1997 – 2014) and is a frequent lecturer on the topic 

of electronic discovery.

Mark Sidoti is a commercial and products liability litigator at 

Gibbons P.C., where he serves as Chair of the firm’s E-Discovery 

Task Force.

Robert E. Singleton is co-chair and director of eDiscovery and 

data management for Squire Patton Boggs and a member of the 

firm’s eDiscovery & Data Management Team.



Preface 
Cross-References 

Ch. 1	 Electronic Information In 
Litigation

§ 1.1	 Transition to Electronic 	
Information 

§ 1.2 	 Unique Characteristics 
§ 1.3 	 Importance of  

Understanding Electronic 
Discovery 

§ 1.4 	 Evidentiary Value of  
Electronic Evidence 

§ 1.5 	 Ethical Obligations 
§ 1.6 	 Judicial Role 
§ 1.7 	 Conclusion

Ch. 2 	 Creation and Storage of 
Electronic Information

§ 2.1 	 In General 
§ 2.2 	 Creating Electronic  

Information 
§ 2.3 	 Storage and Retrieval of 

Electronic Information 
§ 2.4 	 Storage Media 
§ 2.5 	 Storage Devices 
§ 2.6 	 Storage Locations 

Ch. 3 	 Structure and Type of 
Electronic Information

§ 3.1 	 Understanding a  
Computer System 

§ 3.2 	 Organizational Structure  
and Positions for Handling 
Information Technology 

§ 3.3 	 Business Software  
Applications 

§ 3.4 	 Directories, Files and  
File Formats

§ 3.5 	 Destroying, Concealing  
or Protecting ESI 

§ 3.6 	 Data Types 
§ 3.7 	 Metadata, Hidden, or 

Embedded Information 
§ 3.8 	 Audit Trails, Logs  

and Registries 
§ 3.9 	 E-Mail
§ 3.10 	 Internet 
§ 3.11 	Database 
§ 3.12 	Spreadsheet 
§ 3.13 	Text Document  

(Word Processing) 
§ 3.14 	Fax 
§ 3.15	 Graphic
§ 3.16 	Multimedia 
§ 3.17 	Presentation
§ 3.18 	Video 
§ 3.19 	Conferencing—Text, Audio, 

Data and Video 
§ 3.20 	Audio
§ 3.21 	Photograph and Image
§ 3.22 	Computer Virus 
§ 3.23 	 Indexing Content 
§ 3.24 	Geolocation Data 

Ch. 4 	 Computer Forensics,  
Experts and Service 
Bureaus

§ 4.1 	 Computer Forensics 
§ 4.2 	 Experts, Consultants,  

and Service Bureaus 
§ 4.3 	 Type of Experts,  

Consultants, and Service 
Bureaus 

§ 4.4 	 Services and Scope of 
Work—Forensic Specialists 

§ 4.5 	 Locating and Selecting 
Experts and Consultants 

§ 4.6 	 Selection of E-Discovery 
Service Vendor 

§ 4.7 	 Reported Cases 
§ 4.8 	 Other Authorities

Ch. 5 	 Search, Technology 
and Cost Issues in  
Managing ESI

§ 5.1 	 In General 
§ 5.2 	 Managing ESI in an  

Electronic Format 
§ 5.3 	 ESI Forms and  

Disclosure Formats 
§ 5.4 	 Searching ESI 
§ 5.5 	 Chain of Custody and  

Hash Value 
§ 5.6 	 ESI Processing Stag-

es—Technology and Cost 
Issues 

 § 5.7 	 Ways to Limit Your  
Cost Exposure 

§ 5.8 	 Types of Electronic  
Discovery Software 

Ch. 6 	 Discovery and  
Production Process

§ 6.1 	 Overview 
§ 6.2 	 Requesting Electronic 

Information 
§ 6.3 	 Responding to an  

Electronic Discovery 
Request 

Ch. 7 	 Court Procedural Rules 
and Case Law

§ 7.1 	 Federal and State Court 
Procedural Rules 

§ 7.2 	 Promote Efficiency,  
Reasonable Inquiry, 
Definite Statement and 
Amendments 

§ 7.3 	 Court Management Tools 
§ 7.4 	 Production and Protection 

of Case Information 
§ 7.5 	 Depositions
§ 7.6 	 Interrogatories to Party 
§ 7.7 	 Request to Produce and 

Inspect 
§ 7.8 	 Requests for Admissions 
§ 7.9 	 Legal Hold and Sanctions 
§ 7.10 	Obtaining ESI from  

Third Parties 

§ 7.11 	Special Masters and 
Court-Appointed Experts

§ 7.12 	Taxation of Costs 
§ 7.13 	Summary Judgments,  

New Trials and Amendment 
of Judgment 

§ 7.14 	 Injunctions 

Ch. 7 	 Appendix: State Cases  
and Rules Summary

(A) 	 Alabama 
(B) 	 Alaska 
(C) 	 Arizona 
(D) 	 Arkansas 
(E) 	 California 
(F) 	 Colorado 
(G) 	 Connecticut 
(H) 	 Delaware 
(I) 	 Florida 
(J) 	 Georgia 
(K) 	 Hawaii 
(L) 	 Idaho 
(M) 	 Illinois 
(N) 	 Indiana 
(O)	 Iowa 
(P) 	 Kansas 
(Q) 	 Kentucky 
(R) 	 Louisiana 
(S) 	 Maine 
(T) 	 Maryland 
(U) 	 Massachusetts 
(V) 	 Michigan 
(W) 	 Minnesota 
(X) 	 Mississippi 
(Y) 	 Missouri 
(Z) 	 Montana 
(AA) 	 Nebraska 
(BB) 	 Nevada 
(CC) 	 New Hampshire 
(DD) 	 New Jersey 
(EE) 	 New Mexico 
(FF) 	 New York 
(GG) 	 North Carolina 
(HH) 	 North Dakota 
(II) 	 Ohio 
(JJ) 	 Oklahoma 
(KK) 	 Oregon 
(LL) 	 Pennsylvania 
(MM) 	 Rhode Island 
(NN) 	 South Carolina 
(OO) 	 South Dakota 
(PP) 	 Tennessee 
(QQ) 	 Texas 
(RR) 	 Utah 
(SS) 	 Vermont 
(TT) 	 Virginia 
(UU) 	 Washington
(VV) 	 West Virginia 
(WW) 	 Wisconsin 
(XX) 	 Wyoming 

Ch. 8 	 Admissibility of  
Electronic Evidence

§ 8.1 	 In General 
§ 8.2 	 Evidentiary Issues 
§ 8.3 	 Federal Rules of Evidence 
§ 8.4 	 Preliminary Questions 
§ 8.5 	 Remainder of or Related 

Writings or Recorded 
Statements 

§ 8.6 	 Judicial Notice 
§ 8.7 	 Relevancy 
§ 8.8 	 Inadvertent Disclosure, 

Attorney-Client Privilege 
and Work Product and 
Limitations on Waiver 

§ 8.9 	 Testimony and Opinions by 
Experts and Lay Witnesses 

§ 8.10 	Hearsay 
§ 8.11 	Requirement of  

Authentication or  
Identification 

§ 8.12 	Best Evidence Rule 
§ 8.13 	E-Mail
§ 8.14 	Computerized Business 

Records 
§ 8.15 	Chat Room, Newsgroups 

Text Messaging,  
and Listservs 

§ 8.16 	Web Page Content 
§ 8.17 	Spreadsheets 
§ 8.18 	Photographs 
§ 8.19 	Fax 
§ 8.20 	Caller ID 
§ 8.21 	Computer, Audit and  

Access Logs 
§ 8.22 	Voice Mail and Other  

Audio Recordings 
§ 8.23 	Social and Business  

Networking Sites 
§ 8.24 	Video and Images 
§ 8.25 	 (Reserved) 
§ 8.26 	GPS Device 
§ 8.27 	Hard Drive, Backups  

and Other Computer 
Equipment 

§ 8.28 	Crash Data Recorder 
§ 8.29 	Cellular Telephone and 

Voice Records 
§ 8.30 	DVD

Table of Cases 
Glossary 
Index 

Table of Contents

Arkfeld on Electronic Discovey and Evidence, Fourth Edition


